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(57) ABSTRACT

It can confirm candidates of functional parts that can be
selected as a function restriction release target, and can select
the functional parts of the function restriction release target
prior to receiving a release code. A mobile terminal sends
registration information, which includes a MAC address
acquired from a multifunction device, to a server. An authen-
tication process of the compound device is performed in the
server. After that, an additional function selection screen is
displayed in the mobile terminal based on the data sent from
the server. The user controls the mobile terminal to select
additional functions and to send additional function selection
information, and a payment process is performed for the
server. The release code is sent from the server to the mobile
terminal. The multifunction device releases the function
restriction of the corresponded functional parts based on the
release code.

10 Claims, 10 Drawing Sheets
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1
FUNCTION RESTRICTION RELEASE
SYSTEM OF ELECTRONIC APPARATUS,
FUNCTION RESTRICTION RELEASE
METHOD OF ELECTRONIC APPARATUS,
AND ELECTRONIC APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to Japanese Patent Appli-
cation No. 2012-033805 filed on Feb. 20, 2012. The entire
disclosure of Japanese Patent Application No. 2012-033805
is hereby incorporated herein by reference.

BACKGROUND

1. Technical Field

The present invention relates to a function restriction
release system of an electronic apparatus, a function restric-
tion release method of an electronic apparatus, and an elec-
tronic apparatus, and it is capable of releasing a function
restriction of functional parts in an electronic apparatus
equipped with at least one functional part in which an execu-
tion of a function is restricted.

2. Background Technology

A multifunction device is well known as one example of
various types of electronic device. The multifunction device
includes a plurality of functional parts such as a scanner
functional part, a print functional part, a copy functional part,
and a facsimile functional part. By the way, in hotels or
community facilities, it is conceivable to provide the multi-
function device which is available for a fee to unspecified
number of users. In this case, for example, a usage of the
functional parts such as a copy functional part and a facsimile
functional part are available for a fee, and an execution of
these functional parts is restricted so that it is necessary to
have a configuration such that when the predetermined pro-
cedures are completed, the functional restriction of the func-
tional parts is released for their use.

For example, Patent Document 1 discloses that an image
processing apparatus (multifunction device) includes a set-
ting means and an administrator sets release conditions to
release function restriction. When the release conditions are
met with a request for processing functions from a public
user, the restriction release information that temporary
release the functional restriction is generated and the func-
tional restriction is released based on the restriction release
information.

Also, Patent Document 2 discloses that in addition to the
basic functions of the copy function and the print function, an
image processing device includes a scanning function which
is restricted, and the function restriction of the scanning func-
tion can be released. A user purchases a memory medium
(e.g., CD-ROM), and the function restriction release program
stored in the memory medium is installed in a host PC. When
the function restriction release program is activated in the
host PC and the host PC and the image processing device are
connected, it automatically releases the function restriction of
the scanning function in the image processing device.

Also, in Patent Document 3, a user inputs an user registra-
tion and an authentication information to a product key issu-
ing server from a PC (personal computer) and when it is
authenticated as the user, a product key management infor-
mation (release code, and the like) is issued and it is written in
the information storage device. When the information storage
device is connected to the multifunction device (information
processing device), the information storage device performs
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the authentication process of the multifunction device based
on the authentication information. When it recognizes the
authentication information is legitimate, the user inputs to
select a desired function in the multifunction device. When it
is requested, the external storage device performs to release
the function by using the product key.

Japanese Laid-open Patent Publication No. 2010-251926
(Patent Document 1), Japanese Laid-open Patent Publication
No. 2004-32403 (Patent Document 2) and Japanese Laid-
open Patent Publication No. 2006-202017 (e.g., paragraphs
[0042] to [0048], FIG. 1, FIG. 2, FIG. 6, FIG. 7, and the like)
(Patent Document 3) are examples of the related art.

SUMMARY
Problems to be Solved by the Invention

By the way, in Patent Documents 1 to 3, the user who
authorized to use the restricted function can use the function
by releasing the function restriction. However, in Patent
Document 1, itis necessary the administrator to set the release
conditions every time the user applies for a use so that it is not
suitable as a system that is used by unspecified number of
users in hotels and community facilities. Also, in the image
processing device described in Patent Document 2, it is nec-
essary to purchase the memory medium which stores the
function restriction release program (e.g., CD-ROM), and the
function restriction release program has to be installed in the
host device. Also, in the same manner, in the information
processing device (multifunction device) described in Patent
Document 3, the product key management information issued
from the server is stored in the information storage device
from the PC, and it is necessary to connect the information
storage device to the multifunction device (information pro-
cessing device). Because of this, in Patent Documents 2 and 3,
a memory medium (information storage device) is required
and a PC (host device) is required when writing the function
restriction release program in a memory medium or when
writing the product key management information into the
information storage device.

However, when the PC is provided in the hotels and the
community facilities, it is necessary to perform an approval
process for a use of the PC. The approval procedure for the
function restriction release process of the multifunction
device becomes complicated. For example, it is not necessary
to install the PC if the user uses a mobile terminal such as own
cellular phone (e.g., smart phone). However, it is desirable to
minimize the capacity of the received data as much as pos-
sible because the memory capacity of the mobile terminal is
relatively small. For example, in Patent Document 2, it is
necessary to receive the function restriction release program,
and if there is a configuration that the mobile terminal
receives it instead of the memory medium, it is necessary to
receive the function restriction release program having a rela-
tively large data capacity. Also, Patent Document 3 has a
configuration that the user inputs to select the function for a
use in the multifunction device that was connected with the
external storage device which stores the product key manage-
ment information so that if there is a configuration that the
mobile terminal receives it instead of the external storage
device, it is required to receive the relatively large data capac-
ity of the product key management information from the
server for not only the function that the user uses but also all
possible functions that the user uses. Also, it can consider
having a configuration that instead of the mobile terminal, the
multifunction device directly receives the function restriction
release program or the product key management information
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from the server, but the memory capacity of the multifunction
device is also relatively small so that there is the same prob-
lem in this configuration.

By the way, it is not limited to use the multifunction device
in the hotels or the community facilities. For example, in a
condition that at least one of the functional parts is restricted
in the multifunction device, the user purchases a product key
of'the selected functional part among the restricted functional
parts and releases the function restriction. However, the same
problem can occur in this configuration. Also, this problem is
not limited to the multifunction device and it can be widely
applied to electronic apparatuses that are possible to release a
function restriction of at least one of the functional parts in
which an execution of the functions is restricted.

The invention is made in view of the above problems. In an
electronic apparatus having functional parts in which an
execution of the functions is restricted, one of the advantages
is to provide a function restriction release system of an elec-
tronic apparatus, a function restriction release method of an
electronic apparatus, and an electronic apparatus. It can con-
firm candidates of the functional parts which can be selected
as a functional restriction release target, and can preliminary
select a functional part of the functional restriction release
target before receiving a release code.

Means Used to Solve the Above-Mentioned
Problems

To achieve one of the above advantages, as a point, one
aspect of the invention is a function restriction release system
of an electronic apparatus including: an electronic apparatus
that includes at least one of functional parts in which an
execution of functions is restricted, a display part that dis-
plays candidates of the functions that can be selected as a
function restriction release target among the functions, a
selection part that allows a selection operation of at least one
of the functions among the candidates of the functions dis-
played in the display part and acquires a function selection
information, a transmitter that sends the function selection
information acquired in the selection part and a device-spe-
cific information of the electronic apparatus to a server, a
receiver that receives a release code, which is releasable for
the restricted function of the functional part for the function
restriction release target specified from the function selection
information in the electronic apparatus corresponding to the
device-specific information, from the server, and a operation
part that releases the function restriction of the functional part
for the function restriction release target based the release
code.

In the above configuration, when the selection part allows
the selection operation of at least one of functions among the
functions displayed as the candidates that can be selected for
a function restriction release target in the display part, the
function selection information acquired by the selection part
is sent to the server by the transmitter. Also, the device-
specific information of the electronic apparatus is sent to the
server before, after, or at the same time of sending the func-
tion selection information. And, as aresponse from the server,
the receiver receives a release code that is releasable for the
function restriction of the functional parts specified from the
function selection information in the electronic apparatus
corresponding to the device-specific information. The opera-
tion part releases the restriction of the functional parts for the
functional restriction release target based on the release code.
Thus, the user can confirm the candidates of the functions that
can be selected as a function restriction release target in the
display part and it is possible to receive the release code from
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4

the server after selecting the desired function among the
candidates of the functions. For example, it is not required to
receive any additional information from the server other than
the release code corresponding to the selected function.

It is preferable that the function restriction release system
of the electronic apparatus according to one aspect of the
invention includes an electronic apparatus that includes at
least one of functional parts in which an execution of func-
tions is restricted, a display part that displays candidates of
functions that can be selected as a function restriction release
target among the above functions, a selection part that allows
aselection operation of at least one of the functions among the
candidates of the functions displayed in the display part and
acquires a function selection information, a transmitter that
sends the function selection information acquired in the
selection part and a device-specific information of the elec-
tronic apparatus to a server, a receiver that receives a release
code, which is releasable for the function restriction of the
functional parts for the function restriction release target
specified from the function selection information in the elec-
tronic apparatus corresponding to the device-specific infor-
mation, from the server, a operation part that releases the
function restriction of the functional parts for the function
restriction release target based on the release code, and the
server, wherein the server includes a server receiver that
receives the function selection information and the device-
specific information, a judgment part that judges whether or
not the electronic apparatus is a device for releasing the
function restriction of the functional parts based on the
device-specific information, and a server transmitter that
sends the above release code, which is releasable for the
restriction function of the functional parts for the function
restriction release target specified in the function selection
information, when it was judged that this is the electronic
apparatus for releasing the function restriction.

In the above configuration, when the selection part allows
the selection operation of at least one of the functions among
the functions displayed in the display part as a candidate that
can be selected as a function restriction release target, the
function selection information acquired by the selection part
is sent to the server by the transmitter. Also, the device-
specific information of the electronic apparatus is sent to the
server by the transmitter before, after or at the same time of
sending the function selection information. The server
receives the function selection information and the device-
specific information in the server receiver. At least after
receiving the device-specific information, the judgment part
judges whether or not this is the electronic apparatus for
releasing the function restriction of the functional parts based
on the device-specific information. When it was judged that
this is the electronic apparatus for releasing the function
restriction, at least after the judgment and after receiving the
function selection information, the server transmitter sends
the release code which is releasable for the function restric-
tion of the functional parts specified in the function selection
information in the electronic apparatus corresponding to the
device-specific information. The receiver receives the release
code from the server. The operation part releases the function
restriction of the functional parts for the function restriction
release target based on the release code. Thus, the user can
confirm the candidates of the functions that can be selected as
a function restriction release target in the display part and it is
possible to receive the release code from the server after
selecting the desired function among the candidates of the
functions. For example, it is not required to receive any addi-
tional information from the server other than the release code
corresponding to the selected function.
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The function restriction release system of the electronic
apparatus according to one aspect of the invention includes
the electronic apparatus and a mobile terminal that is avail-
able for a wireless communication with the electronic appa-
ratus. It is preferable that the display part, the selection part,
the transmitter, and the receiver are respectively provided in
the electronic apparatus and the mobile terminal.

In the above described configuration, the function restric-
tion release system includes the electronic apparatus and the
mobile terminal that is available for the wireless communi-
cation with the electronic apparatus. And, the display part, the
selection part, the transmitter, and the receiver are respec-
tively provided in the electronic element and the mobile ter-
minal. Thus, it becomes possible that the user uses the mobile
terminal to release the function restriction of the functional
parts selected as the function restriction release target in the
electronic apparatus.

The function restriction release system of the electronic
apparatus according to one aspect of the invention includes
the electronic apparatus and a wireless communication part
that is available for the wireless communication with the
mobile terminal. The operation part controls the wireless
communication part to limit a possible communication area
within a predetermined range from the electronic apparatus,
and it is preferable to search mobile terminals, which are
existed in the predetermined range, by the wireless.

In the above described configuration, the possible commu-
nication area of the wireless communication part is limited in
the predetermined range from the electronic apparatus by
controlling the operation part so that the mobile terminals
existed in the limited predetermined range are searched by the
wireless. Because of this, when the user moves the mobile
terminal to get closer to a position in the predetermined range
for the electronic apparatus, the communication between the
mobile terminals that one plans to use and the electronic
apparatus can be automatically established.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, it is pref-
erable that the operation part reports an address of the server,
which should be accessed, to the searched mobile terminal. In
the above described configuration, the address of server that
should be accessed is reported to the mobile terminal from the
electronic apparatus so that the mobile terminal can connect
to the server by accessing to the reported address.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, it has a
configuration that the operation part sends the device-specific
information to the searched mobile terminal by the wireless
of the wireless communication part. The mobile terminal
includes at least the display part, the selection part and the
transmitter, and it is preferable that the transmitter of the
mobile terminal sends the function selection information and
the device-specific information to the server.

According to the above configuration, by the operation
part, the device-specific information for the searched mobile
terminal is sent by the wireless of the wireless communica-
tion part. When the selection part of the mobile terminal
allows the selection of the functions for the function restric-
tion release target among the functions as the candidate of the
function restriction release target displayed in the display part
of the mobile terminal, the transmitter of the mobile terminal
sends the function selection information and the device-spe-
cific information to the server. Because of this, when the user
moves the mobile terminal to get closer to the electronic
apparatus in a distance of the predetermined range, the mobile
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terminal can automatically acquire the device-specific infor-
mation, which should be sent to the server, from the electronic
apparatus.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, the func-
tion restriction release system is configured by the electronic
apparatus, and it is preferable that the electronic apparatus
includes the display part, the selection part, the transmitter,
the receiver and the operation part.

According to the above configuration, the electronic appa-
ratus includes the display part, the selection part, the trans-
mitter, the receiver, and the operation part so that the candi-
dates of the functions that can be selected as a function
restriction release target is displayed in the display part of the
electronic apparatus and when the selection part allows to
select the functions of the function restriction release target
among them, the function selection information is sent from
the transmitter of the electronic apparatus to the server. Also,
the device-specific information of the electronic apparatus is
sent to the server by the transmitter before, after, or at the
same time of sending the function selection information. And,
when the receiver of the electronic apparatus receives the
release code from the server, the function restriction of the
functional part for the function restriction release target is
released by the operation part of the electronic apparatus
based on the release code. Thus, without using the mobile
terminal, the function restriction of the functional part that
was selected as the function restriction release target can be
released in the electronic apparatus. Also, the user can con-
firm the candidates of the functions that can be selected as the
function restriction release target in the display part, and the
release code can be sent from the server after selecting a
desired function among the candidates of the functions.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, the can-
didates of the functional parts are configured by a software
part, the functional parts are connected to a hardware part to
realize the functions, the operation of the hardware part is
restricted by interrupting the electric power supply from the
power supply part, the operations of the functional parts are
restricted based on program, the operation part releases the
function restriction of the functional parts for the function
restriction release target based on the program, and by con-
trolling the power supply part, it is preferable to release the
function restriction of the hardware part by supplying electric
power to the hardware part corresponding to the functional
parts.

According to the above configuration, the power supply
part is controlled by the operation part and the power supplies
to the hardware part connected to the functional parts for the
function restriction release target to realize the functions so as
to release the function restriction. With that, the function
restriction of the functional parts is released based on the
program. Thus, before releasing the function restriction, the
power supply to the hardware part is interrupted during the
function restriction so that it contributes the power saving of
the electronic apparatus compares to the configuration that
the power supplies to the hardware part during the function
restriction.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, as the
functional parts, the electronic apparatus includes at least two
of'a scanning function part, a printing function part, a copying
function part, and a facsimile function part. In the initial state
of'the electronic apparatus, it is preferable that least one of the
at least two functional parts is restricted as a candidate that
can be selected as the function restriction release target.
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According to the above configuration, in the initial state of
the electronic apparatus that includes at least two of the scan-
ning function part, the printing function part, the copying
function part, and the facsimile function part, at least one of
the functional parts is restricted as a candidate and can be
selected as the function restriction release target. And, when
the selection operation of at least one of the functions among
the functions displayed in the display part as the candidate of
the function restriction release target is allowed by the selec-
tion part, the operation part of the electronic apparatus
acquires the release code by transmitting and receiving
respective information with the server and releases the func-
tion restriction of the functional parts for the function restric-
tion release target based on the acquired release code. Among
at least one of functions restricted as a candidate that can be
selected as a function restriction release target, at least one of
the functions that the user selected by the selection part
becomes usable.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, it is pref-
erable that the operation part performs the function restriction
for the functional parts again when a setting time, which s the
time since the function restriction of the functional parts has
been released, was elapsed.

According to the above configuration, when a setting time,
which counts from when the function restriction of the func-
tional parts was released, was elapsed, by the operation part,
the functions of the released functional parts are restricted
again. Because of this, the restriction of the functional parts is
temporary released when the user wants to use it so that the
user is able to temporary use the functional parts that the user
wants to use.

In the function restriction release system of the electronic
apparatus according to one aspect of the invention, a payment
screen to request a payment for releasing the restriction of the
functional parts for the function restriction release target is
displayed in the display part by the server. As a result of the
process for the payment requested in the payment screen,
when the payment is sent to the server from the transmitter
and the server accepts the payment, it is preferable that the
receiver receives the release code sent from the server that
accepted the payment.

According to the above configuration, the payment screen
to request a payment for releasing the restriction of the func-
tional parts for the function restriction release target is dis-
played in the display part by the server. The user performs a
payment process requested in the payment screen (payment
operation). As a result of the payment process, when the
payment is sent to the server from the transmitter and the
server accepts the payment, the release code is sent to the
receiver of the function restriction release system from the
server. And, the receiver of the function restriction release
system receives the release code. Thus, when the payment is
completed, it is possible to realize a business model such that
the function restriction of the functional parts is released for
the function restriction release target.

One aspect of the invention is a function restriction release
method of the electronic apparatus, and as a point, it is the
function restriction release method of the electronic appara-
tus having at least one of functional parts that is restricted to
execute functions including: a display step that displays can-
didates of functions that can be selected as a function restric-
tion release target among the functions; a selection step that
allows a selection operation of at least one of the functions
among the candidates of the functions displayed in the dis-
play step and acquires function selection information; a trans-
mitting step that sends the function selection information
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acquired in the selection step to a server; a device-specific
information transmitting step that sends device-specific
information of the electronic apparatus to the server before
the display step, or after the transmitting step, or at the same
time of sending in the transmitting step; a receiving step that
receives a release code, which is releasable for the function
restriction of the functional parts for the function restriction
release target specified from the function selection informa-
tion in the electronic apparatus corresponding to the device-
specific information, from the server; and a control step that
releases the function restriction of the functional parts for the
function restriction release target based on the release code.
According to the above method, the same eftect of the inven-
tion related to the function restriction release system of the
electronic apparatus can be obtained.

One aspect of the invention is an electronic apparatus
including: at least one of functional parts that are restricted to
execute functions; a memory part that stores device-specific
information of the electronic apparatus, a transmitter that
sends the device-specific information; a receiver that receives
a release code issued for releasing a function restriction of a
function that is selected among the functions when the elec-
tronic apparatus was judged as to release the function restric-
tion of the functional parts based on the device-specific infor-
mation; and a operation part that releases the function
restriction of the correspondence functional parts based on
the release code.

According to the above configuration, the device-specific
information stored in the memory part of the electronic appa-
ratus is sent by the transmitter. When it was judged that this is
the electronic apparatus to release the function restriction of
the functional parts based on the device-specific information,
the release code issued for releasing a function restriction of
a function that is selected among the functions is received by
the receiver. And, the function restriction of the correspon-
dence functional part is released by the operation part based
on the release code. Thus, for example, the candidates of the
functions that can be selected as a function restriction release
target displayed in the display part of the electronic apparatus
or the display part of the mobile terminal which is possible to
communicate with the electronic apparatus can be confirmed,
and it is possible to receive only a release code issued for
releasing a function restriction of a function that was selected
among the candidates of the functions.

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the attached drawings which form a part
of'this original disclosure:

FIG. 1is aperspective illustration of a multifunction device
according to the first embodiment;

FIG. 2is a schematic diagram showing a release code table;

FIG. 3 is a block diagram showing an electrical configura-
tion of a server and a mobile terminal;

FIG. 4 is ablock diagram showing functional configuration
of a server and a mobile terminal,

FIG. 5A to 5F are a schematic diagram showing a screen
displayed in a mobile terminal;

FIG. 6is asequence diagram showing a function restriction
release process;

FIG. 7 is a schematic diagram showing a multifunction
device operation screen of a mobile terminal;

FIG. 8 is a flowchart showing a terminal search process
routine;

FIG. 9 is a flowchart showing a function restriction release
process routine of a mobile terminal;
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FIG. 10 is a flowchart showing a function restriction
release process routine of a server;

FIG. 11 is a flow chart showing a function restriction
release process routine of a multifunction device; and

FIG. 12 is a block diagram showing a functional configu-
ration of a multifunction device according to the second
embodiment.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

First Embodiment

The first embodiment which concretizes a function restric-
tion release system of an electronic apparatus of the invention
will be explained with reference to FIG. 1 to FIG. 11. By the
way, the function restriction release system according to this
embodiment includes an electronic apparatus and a mobile
terminal, and as one example, it concretizes a multifunction
device of a recording device as an electronic apparatus.

As shown in FIG. 1, a multifunction device 11 as one
example of the electronic apparatus has three functions of a
scanner, a printer, and a copier in one device. In the multi-
function device 11, a printer part 13 is provided in a lower part
of'amain body 12, and in the main body 12, a scanner part 14
is arranged in an upper side of the printer part 13. Also, a
operation panel 15 is provided on an upper surface part of the
main body 12, and in the main body 12, a paper cassette 16,
which has a capacity of storing a plurality of papers P, is
placed in the lower side of the operation panel 15 in a possible
state of the add-remove. The printer part 13 prints on the
paper P supplied from the paper cassette 16, and discharges
the printed paper P on a catch tray provided in a front surface
mid central position of the main body 12. Also, the scanner
part 14 is to read (to scan) a copy which is set on a platen (not
shown in the drawing) in the lower side of a platen cover 18.
By the way, in the multifunction device 11, a copy is per-
formed by the printer to print an image of the copy scanned by
the scanner part 14.

The operation panel 15 includes an operation part 19 that
controls to give various instructions to the multifunction
device 11 and a Liquid Crystal Display (LCD) 20 that dis-
plays various menus or images on a screen. The operation part
19 includes a power switch 19a, a print start switch 195, a
copy switch 19¢, a selection switch 194, and the like. For
example, by controlling the selection switch 194 to select
various items on the menus displayed in the LCD 20, it is
possible to select an image for a print target and set print
conditions. By the way, by gently pressing the screen for an
operation (touch operation), the LCD 20 can be a touch panel
which is possible to input the pressed selection item.

Also, an USB port 21 that is possible to insert and remove
an USB memory UM, and a card slot 22 that is possible to
insert and remove a memory card MC are provided in a front
surface side terminal part (right side part in FIG. 1) of the
main body 12. The multifunction device 11 is possible to print
an image or a document based on a print data received from a
host device which is not shown in the drawing, and other than
that, the multifunction device can be a stand-alone printer for
printing as a single body without connecting to the host
device. Also, amemory card printing that prints an image read
from the memory card MC inserted in the card slot 22 of the
main body, and a USB memory printing that prints an image
read from the USB memory UM connected to the USB port
21 are possible. In addition, a copy of an image scanned in the
scanner part 14 is stored in an external memory device such as
an USB memory, an external hard disk, or the like, which is
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connected to the USB port 21 so that it can be possible for a
storing process which is called as “scan-to-memory”.

Next, the electrical configuration of the multifunction
device 11 will be explained with reference to FIG. 3. The
multifunction device 11 shown in FIG. 3 connects with a
server 100 through an internet NW and it includes a network
communication function which is possible to send or receive
data with the server 100. The mobile terminal 100 is con-
nected to a switching center 120 (internet gateway, or the like)
sothat it is possible to connect with the server 100 through the
internet NW. The mobile terminal 110 can be, for example, a
mobile phone (including a smart phone), a Personal Digital
Assistants (PDA) (mobile information terminal), or the like,
and it includes a display part 11 and an operation part 112
having various buttons.

The multifunction device 11 includes a controller 30 that
instructs entire controls, a operation panel 15, a scan engine
31, a print engine (printing engine) 32, a facsimile commu-
nication part (hereafter referred to as “FAX communication
part 33), a USB interface (hereinafter referred to as “USBI/
F34”), a memory card interface (hereinafter referred to as
“Card I/F 35”), a communication interface (hereinafter
referred to as “Communication I/F 36), and a wireless com-
munication part 37.

The controller 30 of the present embodiment includes a
computer 40 (microcomputer). The computer 40 includes a
Central Processing Unit 41 (CPU), an Application Specific IC
(ASIC: Application Specific Integrated Circuit) 42, a non-
volatility memory 43, and a RAM 44. By executing a program
stored in the non-volatility memory, the CPU 41 instructs the
multifunction device 11 to receive an operation signal when
the operation part 19 was operated and to switch the screen
contents of the LCD 20 in response to the operation signal so
that it performs predetermined operations such as scanning,
printing, copying, faxing, or the like. By the ASIC 42, the
multifunction device 11 performs an image process that gen-
erates head control data that has a form usable for a drive
system of the print head based on the inputted image data, and
by sending the generated head control data to the drive system
of'the print head, it controls the print head. By the way, it can
be possible to have a configuration that all processes or all
controls are performed by the CPU 41 without using the ASIC
42.

The USB I/F 34 is used for the controller 30 to access the
USB memory UM inserted to the USB port 21 of the multi-
function device 11. The controller 30 accesses to the USB
memory UM through the USB I/F 34, and it is possible to
search, read, and write data (files) in the USB memory UM.

The card I/F 35 is used for the controller 30 to access to the
memory card MC inserted to the card slot 22 of the multi-
function device 11. The controller 30 accesses to the memory
card MC through the card I/F 35, and it is possible to search
and read data (files) in the memory card MC.

The communication I/F 36 is used for the multifunction
device 11 to connect to the server 100 through the internet
NW, and the communication interface is known as to perform
acommunication control in accordance with a predetermined
communication protocol. It is possible that the multifunction
device 11 communicates with the server 100 by connecting
the internet NW through the communication I/F 36.

The wireless communication part 37 is used for the multi-
function device 11 to connect to the mobile terminal 110 by
the wireless, and the wireless communication interface is
known to perform the communication control in accordance
with the predetermined communication protocol. The multi-
function device 11 becomes possible to perform the wireless
communication with the mobile terminal 11 through the wire-
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less communication part 37. The wireless communication
part 37 in this example is a Near Field Communication part so
that it is possible to wirelessly communicate in a range of, for
example, approximately several meters to several hundred
meters. For example, a Bluetooth (registered trademark)
communication part, a wireless LAN (e.g., IEEE802.11b),
and an inferred red communication part can be applied for the
wireless communication part 37. Obviously, the effective
communication range of the Near Field Communication
relies on standards so that it can be, for example, several ten
meters to several hundred meters.

The scan engine 31 includes a drive system, or the like
including optical read heads having a row arrangement (CCD
method or CMOS method), a motor as a power source to
move the read heads in a direction of reading a document
(scanning direction), and the like. Also, the print engine 32
includes a conveyance drive system, print heads that supply
inks from ink cartridges and print it on a paper, and the like.
By the way, the print heads configuring the print engine 32
adapts an inkjet recording method, but a dot impact recording
method, or a laser recording method to print toner set on a
paper can be adapted.

Also, the FAX communication part 33 is connected to a
telephone line, which is not shown in the drawing, and it
includes a ring detection part which can detect an incoming
call through the telephone line. When the controller 30
acknowledges an incoming facsimile through the telephone
line by inputting a ring detection signal from the ring detec-
tion part, the FAX communication part 33 becomes a con-
necting state and the FAX data, which was sent through the
telephone line, is received through the FAX communication
part 33. The FAX communication part 33 is also used when
the fax data is sent from the multifunction device 11.

When the controller 30 receives an instruction for copying,
it controls to drive the scan engine 31 and the print engine 32,
and the print engine 32 prints an image based on the image
data of the document which was read by the scan engine 31 so
that it performs “copying” for the document. Also, when the
controller 30 receives an instruction for card printing, it con-
trols to drive the print engine 32 to print an image based on the
image data which was read from the memory card MC so that
it performs “card printing”. Other than that, in a condition that
it is connected with the host device which is not shown in the
drawing, the controller 30 controls to drive the print engine 32
to print an image based on a print data received from the print
driver (drawing is omitted) in the host device so that it per-
forms “printing”. Also, the controller 30 controls to drive the
scan engine 31 to send the scan data of the scanned document
to the host device so that it performs “scanning”.

Specifically, the multifunction device 11 of the present
example has the facsimile function (FAX function) so that it
is possible to send and receive a FAX and to print the received
FAX image. Also, the multifunction device 11 is possible to
print an image based on the image data which was read from
the USB memory UM inserted in the USB port that is pro-
vided in the main body.

By executing programs stored in the non-volatile memory
43, the CPU 41 performs operations to realize respective
functions of the multifunction device 11. The ASIC 42 per-
forms an image processing to generate the head control data
with a data format corresponding to the drive system of the
print heads based on the image data which is inputted by the
multifunction device 11, and by sequentially sending the
generated head control data to the drive system of the print
heads, the injection control is performed to inject inks from
the nozzles of the print heads.
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The programs for the firmware, the various setting data,
and the like are stored in the non-volatile memory 43 so that
the boot program, the Operating System (OS), and the mul-
tifunction device 11 realize various functions such as print-
ing, scanning, copying, faxing, and the like. Also, the multi-
function device 11 in the present embodiment has a browsing
function that enables to connect the internet NW for the Web
browse so that the browser program is stored in the non-
volatile memory 43. In addition, the multifunction device 11
in the present embodiment has an e-mailing function that
enables to connect the internet NW for an e-mail so that the
e-mail program is stored in the non-volatile memory 43.

Next, the respective functional configurations of the com-
puter 40, the server 100 and the mobile terminal 110 of the
multifunction device 11 will be explained with reference to
FIG. 4. The respective parts in the computer 40 as shown in
FIG. 4 are mainly the software constructed by that the CPU 41
executes programs stored in the non-volatile memory 43.
However, a part of a print functional part 53 is constituted by
the electronic circuits of the ASIC 42, or the like.

As shown in FIG. 4, the multifunction device 11 includes
the computer 40, the operation part 19, and the LCD 20 as the
hardware part, the power source device 38 as one example of
the power source part, the display drive circuit 39, the scan
engine 31, the print engine 32, the FAX communication part
33, the USB I/F 34, the card I/'F 35, the communication I/'F 36,
and the wireless communication part 37.

The power source device 38 generates primary voltage
(e.g., a predetermined value in a range of 15 to 25 volts) by
transforming or rectifying the alternating-current voltage
from the commercial alternating-current voltage (the drawing
is omitted), and additionally generates secondary voltage
(e.g., a predetermined value in a range of 15 to 25 volts) by
depressing the primary voltage. The primary voltage is
mainly applied to each motor drive circuit in the scan engine
31 and the print engine 32, and the secondary voltage is
applied to the drive circuit for the print heads in the print
engine 32. The output voltage which is the depressed second-
ary voltage (e.g., a predetermined value in a range of 5 to 20
volts) is applied to the display drive circuit 39. Also, the
output voltage which is the depressed secondary voltage (e.g.,
apredetermined value in a range of 3 to 6 volts) is supplied to
the computer 40, the FAX communication part 33, the USB
I/F 34, the card I/F 35, the communication I/F 36 and the
wireless communication part 37. By the way, the power
source device 38 contains a switching circuit (drawing is
omitted) that can individually turn on and off the power
supply for respective parts 31 to 37, 39, and 40 which are the
supply destinations.

The computer 40 has respective parts performed by the
CPU 41 to execute various programs in the non-volatile
memory 43, and specifically, to execute programs intended
for the function restriction release showing the flowcharts
shown in FIG. 8 and FIG. 9. That is, as shown in FIG. 4, the
computer 40 has a operation part 50 and the multifunction
device 11, which contains a plurality of functional parts 51 to
61 such as a display system, a scan system, a print system, a
FAX system, a communication system, and the like, as a part
to realize various functions. In detail, as a functional part, the
computer 40 contains a display functional part 51, a scanner
functional part 52, a print functional part 53, a copy functional
part 54, a facsimile functional part 55 (referring to as “FAX
functional part” in FIG. 4), an USB communication func-
tional part 56, a card communication functional part 57, a
browser functional part 58, an e-mail functional part 59, a
network communication functional part 60 (referring to as
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“NW communication functional part”), and a wireless com-
munication functional part 61.

In the multifunction device 11 of the present embodiment,
apart of functions including the printing function (print func-
tion), the display function, a network communication func-
tion, and a wireless communication function are only acti-
vated (function restriction release) with shipment. And, other
functions such as the scanner function, the copy function, the
FAX function, the USB communication function, the card
communication function, the browser function and the e-mail
function are disabled (function restriction). Therefore, the
multifunction device 11 contains all hardware that need to
realize the functions of the multifunction device, but practi-
cally, it only functions as a printer. And, an user, who desires
to use the restricted functions of the multifunction device 11,
accesses to the server 100 through the internet NW from the
mobile terminal 110 and purchases the additional desired
functions (functional parts). When the user purchases the
functions, a release code (release key) to enable to release the
function restriction in each desired functional part is sent
from the server 100 to the mobile terminal 110 so that by
sending the release code to the multifunction device 11, the
function restriction for the additional desired functional parts
is released.

In the present embodiment, one function is realized by a
functional part including of the software part in which the
computer 40 executes programs, and a function realization
part including of the hardware part connected to the func-
tional parts to realize the functions. In detail, as shown in FIG.
4, a display function realization part 81 is configured by the
display functional part 51, the display drive circuit 39, and
LCD 20. Also, a scanner function realization part 82 is con-
figured by the scanner functional part 52 and the scan engine
31, and a print function realization part 83 is configured by the
print functional part 53 and the print engine 32. Also, a fac-
simile function realization part 85 is configured by the fac-
simile functional part 55 and the FAX communication part
33. Further, a USB communication function realization part
86 is configured by the USB communication functional part
56 and the USB I/F 34, and a card communication realization
part 87 is configured by the card communication functional
part 57 and the card I/F 35. Also, a browser function realiza-
tion part 88 is configured by the browser functional part 58,
the network communication part 60 and the communication
1/F 36, and an e-mail function realization part 89 is configured
by the e-mail functional part 59, the network communication
functional part 60 and the communication I/F 36. In addition,
a network communication function realization part 90 is con-
figured by the network communication functional part 60 and
the communication I/F 36, and a wireless communication
function realization part 91 is configured by the wireless
communication functional part 61 and the wireless commu-
nication part 37.

And, in the present embodiment, each function of the scan-
ner function realization part 82, the copy function realization
part 84, the facsimile function realization part 85, the USB
communication function realization part 86, the card commu-
nication function realization part 87, the browser function
realization part 88, and the e-mail function realization part 89
is restricted in the initial condition of the multifunction device
11 (e.g., at the time of the shipment). Specifically, in the
present embodiment, one example of a functional part of a
function restriction release target candidate is configured by
these function realization parts 82, and 84 to 89.

In the scanner function realization part 82, the copy func-
tion realization part 84, the facsimile function realization part
85, the USB communication function realization part 86 and
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the card communication function realization part 87, they are
in a state that the power supply from the power source device
38 to the scan engine 31, the FAX communication part 33, the
USB I/F 34 and the card I/F 35 as the respective hardware
parts is stopped. Specifically, in these function realization
parts 82, and 84 to 87, the hardware parts are also functionally
restricted. Here, in the coy function realization part 84, the
function of the print engine which is a part of its hardware part
is not restricted, but the function of the scan engine is
restricted so that the function of the hardware part is practi-
cally restricted. Also, the communication I/F 36 as the hard-
ware part corresponding to the browser functional part 58 and
the e-mail functional part 59, respectively is not restricted
because it shares with the network communication functional
part 60 which is the available function. Because of this, by
restricting the functions of the browser functional part 58 and
the e-mail functional part 59 as the software part, the browser
function and the e-mail function are restricted.

This section will describe about the respective functional
parts 51 to 61. The display functional part 51 displays a user
interface screen (hereinafter referred to as “Ul screen”) such
as a menu screen, a setting screen, or the like in the LCD 20
through the display drive circuit 39. In the menu screen,
among the respective functions of “print”, “scanner”, “copy”,
“FAX”, “USB communication”, “memory card print”,
“browser”, and “e-mail”, at least one of them can be selected.
When one of these functions was selected by controlling the
controller 19, a subordinate setting screen will be further
displayed. Also, the LCD 20 displays a selection button for
selecting a terminal search function to search a mobile termi-
nal, and when the selection button was selected by controlling
the controller 19, the computer 40 executes a terminal search
process routine as shown in FIG. 8. Besides that, a print image
based on the image data for a print target is displayed in the
LCD 20.

The scanner functional part 52 reads a document by driving
the scan engine 31. The print functional part 53 drives print
engine 32 based on the print data. The print engine 32
includes print heads that inject inks on a paper, a conveyance
motor that conveys a paper, and the like. Also, when the print
functional part 53 received an instruction to execute the “card
print”, it generates the print data based on the image data read
from the memory card MC and the print engine 32 is driven to
print an image based on the print data. Also, the print func-
tional part 53 prints an image based on the print data received
from the host device.

When the copy functional part 54 received an instruction to
execute the “copy” by controlling the copy switch 19¢, the
scan engine 31 is driven to read a document and it generates
the print data based on the image data ofthe read document so
that the print engine 32 is driven to print (copy) an image
based on the print data.

When the facsimile functional part 55 acknowledged an
incoming facsimile through the telephone line (not shown in
the drawing) by inputting a ring detection signal from the ring
detection part of the FAX communication part 33, the FAX
communication part 33 becomes in a state of connecting and
performs the receiving process to receive the facsimile data,
which is sent through the telephone line, through the FAX
communication part 33. Also, the facsimile functional part 55
performs a transmitting process to send the facsimile data
through the FAX communication part 33.

The USB communication functional part 56 performs a
serial-bus communication with the USB device such as a
USB memory UM, or the like through the USB I/F 34. For
example, it performs a print process to print an image based
onthe image data which was read from the USB memory UM,
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and for example, it performs a writing process to write the
image data, which was read in the scanner part 14, to the USB
device such as the USB memory UM, the USB system of an
external hard disk, or the like.

The card communication functional part 57 performs a
reading process that reads the image data from the memory
card MC through the card I/F 35. The read image data is sent
to the print functional part 53 and the print functional part 53
transforms the image data to the print data so as to print an
image based on the print data.

The network communication functional part 60 performs a
network communication through the communication I/F 36.
The network communication functional part 60 performs a
network communication process in accordance with the pre-
determined communication protocol (e.g., a transport layer, a
session layer, a presentation layer).

The browser functional part 58 is created by that the com-
puter 40 executes the browser program. The browser func-
tional part 58 performs a communication process through the
network communication functional part 60 and the commu-
nication I/F 36 in accordance with a predetermined commu-
nication protocol (e.g., Hyper Text Transfer Protocol
(HTTP)). In detail, the browser functional part 58 downloads
aHTML file or an image file, or the like from a Web server and
the like through the internet NW, and by analyzing the layout,
itis reproduced or displayed in the LCD 20. Also, the browser
functional part 58 sends data to a Web server or the like by
using an input form, and it has a function to reproduce soft-
ware or animation described in the Web data. By the way, the
browser function is available in the multifunction device 11
having the LCD 20 in a large size, or the multifunction device
11 having a large monitor by the option.

The e-mail functional part 59 is created by that the com-
puter 40 executes the e-mail program. The e-mail functional
part 59 performs to send and receive an e-mail through the
network communication functional part 60 and a communi-
cation I/F 36 in accordance with an e-mail transfer protocol
(SMTP) and an e-mail receive protocol (POP3).

The wireless communication functional part 61 is created
by that the computer 40 executes the Near Field Communi-
cation program. The wireless communication functional part
61 performs the Near Field Communication process through
the wireless communication part 37 in accordance with a
predetermined wireless communication protocol. As the Near
Field Communication method, it uses the public known Near
Field Communication standard which uses a radio wave such
as, for example, Bluetooth (registered trademark), Transfer-
Jet (registered trademark), ZigBee (registered trademark),
Wireless 1394, or the like. Obviously, the Near Field Com-
munication method can be the infrared communication
method (Infrared Data Association (IrDA) or IrBurst (next
generation [rDA)) which performs a communication by using
an infrared ray. The wireless communication part 37 having a
communication interface corresponding to these Near Field
Communication methods is used.

The operation part 50 includes a function restriction pro-
cess part 71 that performs a process to release the restriction
of the functional parts selected in the functional parts as the
function restriction release candidates, a memory part 72 that
stores various data which is necessary for the function restric-
tion release process, and a timer 73 that counts time. In the
present embodiment, the function restriction release system
200 is configured by the multifunction device 11 as an elec-
tronic apparatus and the mobile terminal 110. And, the func-
tion restriction release process that releases the function
restriction of the functional part in the multifunction device
11 is performed by a dialogue of data between the mobile
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terminal 110 and the multifunction device 11 in the Near
Field Communication, and by a dialogue of data between the
mobile terminal 110 and the server 100 through the internet
NW.

The memory part 72 is, for example, a part of the memory
area of the non-volatile memory 43, and the URL for regis-
tration and respective data D1, D2 of the MAC address of the
multifunction device 11 are stored as shown in FIG. 4. In
addition, the memory part 72 stores the release code table CT
as shown in FIG. 2.

The operation part 50 performs a terminal search process to
wirelessly search the mobile terminal 110 existed in a prede-
termined range of the multifunction device 11 (e.g., within a
predetermined distance in a range of 0.2 to 2 meters). In this
time, the operation part 50 instructs the wireless communi-
cation functional part 61 to limit a relatively narrow prede-
termined range of a possible communication area (search
area) from the multifunction device 11 so as to reduce the
output of the radio waves of the wireless communication part
37. Because of this, when the user puts the mobile terminal 11
in a position close to the predetermined range from the mul-
tifunction device 11, the mobile terminal 110 is selectively
searched and a communication is automatically established
between the wireless communication part 37 of the multi-
function device 11 and the mobile terminal 110. And, the
operation part 50 wirelessly sends the URL for the registra-
tion and the respective data D1, D2 of the MAC address,
which are necessary for the access to the server 100 to per-
form the function restriction release process to the searched
mobile terminal 110, to the mobile terminal 110. By the way,
in the present embodiment, the data D2 of the MAC address
corresponds to one example of the device-specific informa-
tion.

And, the operation part 50 receives a release code, which
was received from the server 100 by the data communication
between the mobile terminal 110 and the server 100, through
the wireless communication part 37 by the wireless commu-
nication between the mobile terminal 110 and the multifunc-
tion device 11. And, the operation part 50 performs an authen-
tication process to compare the received release code with the
correspondence function of the release code in the release
code table CT as shown in FIG. 2. As shown in FIG. 2, the
release code table CT is the table data corresponding between
the functions and the release codes in every function of the
function restriction release target candidate. As a result of the
authentication process, if the release is accepted, the function
restriction process part 71 releases the function restriction of
the correspondence functional part which was accepted for
the release in the authentication result.

The respective function realization parts 82 to 86, 88, and
89 have a function restriction judgment flag as, for example,
avalue of “1” ina function restriction condition and a value of
“0” in a function restriction release condition. For example, if
the release is accepted, the function restriction process part 71
changes from “1” to “0” for the function restriction judgment
flag of the correspondence functional part. Before activating
each functional part, more specifically, before the CPU 41 to
execute the program for realizing the function, the value of
the function restriction judgment flag is read. If the value is
“0”, the program for realizing the function is executed. If the
value is “1”, the program for realizing the function is not
executed. Because of this, if the function restriction judgment
flag is “1”, the functional part is activated. If the function
restriction judgment flag is “0”, the functional part is not
activated. Thus, when the release was accepted by the release
code authentication, by changing “1” to “0” in the function
restriction judgment flag for the correspondence functional
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part, the functional part, in which the function was released
when the multifunction device 11 was restarted, is activated
immediately after the function restriction release process was
performed.

A timer 73 as shown in FIG. 4 counts the elapsed time from
when the function restriction of the functional part of the
function restriction release target was released in accordance
with the instruction of the function restriction process part 71.
The function restriction process part 71 judges whether or not
the elapsed time of the timer 73 is over the setting time, and
when the elapsed time is over the setting time, the released
function restriction of the functional part is restricted again.
In other words, the function of the functional part is tempo-
rary released in the present embodiment.

Besides the control of various functional parts 51 to 61, the
operation part 50 performs a control and a process to release
the function restriction of the functional part in which the
function was restricted. The function restriction process part
71 in the controller 51 performs a control and a process that is
necessary to release the function restriction of the functional
part (hereinafter referred to as “restriction release process”).
This restriction release process includes the “terminal search
process” to send the MAC address of the multifunction device
11 and the URL for the registration to the mobile terminal
110, in which the communication was established, as a result
of the wireless search that wirelessly searches the mobile
terminal 110 existed in a predetermined range. In addition, in
the restriction release process, after that, the authentication
for whether the restriction of the functional part is released is
requested by using the release code to the server 100 when the
release code was received from the mobile terminal 110.
When the response as an authorized authentication is received
from the server 100, the authentication of the release code is
performed and when the result of the authentication is that the
release is accepted, the function restriction of the functional
part corresponding to the release code is released. This “func-
tion restriction release process™ is included in the restriction
release process. This “function restriction release process”
processes between the server 100 and the mobile terminal 110
so that the “function restriction release process™ is respec-
tively performed in the server 100 and the mobile terminal
110. By the way, the flowchart in FIG. 8 shows the program by
which the computer 40 of the multifunction device 10
executes the terminal search process. Also, each flowchart of
FIG. 9 to FIG. 11 shows each program by which each com-
puter of the respective mobile terminal 110, server 100, and
multifunction device 11 executes the function restriction
release process.

On the other hand, the server 100 includes a operation part
1W, a data storage part 102, a receiver 103 (server receiver),
and a transmitter 104 (server transmitter). The operation part
101 includes a judgment part 105. The judgment part 105 is
the functional part created by which the computer in the
server 100 executes the program for the judgment process. In
the data storage part 102, the registered database, which
includes, for example, the device-specific information (MAC
address, or the like), the user registration information, the
function restriction information, the function restriction
release information, the release code, and the like corre-
sponding to each multifunction device, is stored for all sold
multifunction devices. Also, in the data storage part 102, the
program for the operation panel which is possible to display
the operation panel screen to control the multifunction device
by the mobile terminal 110, and the resource to use this
program are stored.

The receiver 103 receives the function selection informa-
tion that the user selected by controlling the mobile terminal
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110, and the data D2 of the MAC address (device-specific
information). The judgment part 105 performs the authenti-
cation process based on the MAC address as an example of
the device-specific information which is uniquely identifiable
for a multifunction device, and judges whether or not this is
the official multifunction device to release the function
restriction. When it is judged that this is the official multi-
function device based on the authentication result of the judg-
ment part 105, the data base in the data storage part 102 is
reviewed and the restriction release information of the iden-
tified multifunction device 11 is acquired so as to produce the
list data of the function restriction release target candidates.
And, the transmitter 104 sends the list data of the function
restriction release target candidates to the mobile terminal
110. Also, when the user, who viewed the list of the function
restriction release target candidates in the mobile terminal
110, selects at least one of the function restriction release
target candidates from the list, the mobile terminal 110 sends
the function selection information to the server 100 and the
function selection information is received in the receiver 103
of the server 100. The operation part 101 of the server 100
searches and acquires the release code from the database of
the data storage part 102 to release the function restriction in
each functional part identified from the function selection
information, and the acquired release code of each functional
part is sent to the mobile terminal 110 by the transmitter 104.

Also, the mobile terminal 110 includes a operation part
113, a selection part 114, a transmitter 115, and a receiver
116. The operation part 113 controls the display control to
display various screens in the display part 111. During the
function restriction release process, the operation part 113
displays various screens G1 to G6 as shown in FIGS. 5(a) to
5(f) in the display part 111. For example, the operation part
113 displays an additional function selection screen G4 as
shown in FIG. 5(d) in the display part 111. In this additional
function selection screen G4, the candidates of available
additional functions are displayed. Specifically, by this addi-
tional function selection screen G4, the functions for the
function restriction release target candidates are displayed in
the display part 111. By the way, the respective screens G1 to
G6 in detail will be described later.

The selection part 114 receives a selection of at least one of
the functions for the function additional target (function
restriction release target) by the user to control the controller
112 among the candidates of the available additional func-
tions in the additional function selection screen G4 displayed
in the display part 111. Besides, the selection part 114
receives selections by controlling the controller 112 in vari-
ous screens displayed in the display part 111. By the way, the
selection part 114 includes the controller 112.

The transmitter 115 performs a transmitting process that
sends various types of information received in the selection
part 114 such as the MAC address (device-specific informa-
tion) of the multifunction device 11 and the function selection
information to the server 100 through the internet NW. Also,
the transmitter 115 performs a transmitting process that wire-
lessly sends various types of information such as a release
code received from the server 100 to the multifunction device
11.

The receiver 116 receives a release code, which is releas-
able to the function restriction of the functional parts for the
function restriction release target identified from the function
selection information in the multifunction device 11 identi-
fied from the MAC address, from the server 100. Also, the
receiver 116 performs a receiving process that wirelessly
receives the respective data D1, D2 of the URL for the regis-
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tration and the MAC address of the multifunction device 11
from the mobile terminal 110.

Next, operations of a function restriction release system
200 in the compound 11 and the mobile terminal 110 will be
explained based on the sequence diagram shown in FIG. 6 and
the flowcharts shown in FIG. 8 to FIG. 11, while reviewing
the screens displayed in display part 111 of the mobile termi-
nal 110 shown in FIG. 5 and FIG. 7, if necessary.

The multifunction device 11 is marketed in a condition that
the functions of the functional parts are restricted in the initial
state. If the user desires additional functions in the restricted
functional parts, the functions can be added by the necessary
operations to release the function restriction. Also, in another
example of the usage, in a situation that the multifunction
device 11 is used in the hotels, the community facilities, and
the like, if the user desires the functions other than the print-
ing, the user can add the functions by performing the neces-
sary operations for the function restriction release in the same
manner. In the present embodiment, the payment is required
for the additional functions.

First of all, the user locates his/her mobile terminal 110 in
a predetermined range of the multifunction device 11. Next,
the user turns on the power by controlling the power switch
194 of the multifunction device 11, or the user activates the
terminal search function by controlling the controller 19 in
the menu screen of the multifunction device 11. As a result,
the operation part 50 of the multifunction device 11 instructs
the wireless communication functional part 61 to reduce the
output of the radio wave of the wireless communication part
37 so as to limit the possible wireless communication area
(effective communication area) in a predetermined range
(e.g., within 1 meter in a radius), and it performs the terminal
search process to search the mobile terminal 110 existed in
the predetermined range of the multifunction device 11. This
terminal search process performs during a set period of time
from the time of the power activation operation or the termi-
nal search function activation operation.

The terminal search process routine shown in FIG. 8,
which is executed when the power activation operation or the
terminal search function activation operation was performed
in the multifunction device 11, will be explained. In Step S1,
the mobile terminal 110 is searched in a predetermined range
by the Near Field Communication. Specifically, the operation
part 50 limits the possible wireless communication area in a
predetermine range (e.g., within 1 meter in a radius) by reduc-
ing the output of the radio wave of the wireless communica-
tion part 37, and it searches a communication device such as
the mobile terminal 110, which is equipped with the wireless
communication function, existed in the predetermined range
((1) in FIG. 6).

Next, in Step S2, it is judged whether or not the mobile
terminal 110 was existed in the predetermined range. When it
was judged that the mobile terminal 110 was existed in the
predetermined range, it proceeds to Step S3. When it was
judged that the mobile terminal 110 was not existed in the
predetermined range, the routine is end.

In Step S3, the URL for the registration and the MAC
address of the multifunction device 11 are sent to the mobile
terminal 110. The data D1 of the URL for the registration is
sent as a screen data in which the URL is described as the
designated link, and the operation part 113 of the mobile
terminal 110 displays the registration guide screen G1 shown
in FIG. 5(a) in the display part 111 based on the data D1. Also,
the data D2 of the MAC address of the multifunction device
11 sent to the mobile terminal 110 is temporary stored in the
memory of the mobile terminal 110 ((2) in FIG. 6).
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Next, in Step S4, the MAC address of the mobile terminal
110 is acquired and is stored in the memory (e.g., RAM 44)
((3)in FIG. 6). Thus, the MAC address is exchanged between
the multifunction device 11 and the mobile terminal 110.

Next, the function restriction release process performed
between the mobile terminal 110 and the server 100 will be
explained with reference to the function restriction release
process routine of the mobile terminal 110 shown in FIG. 9
and the function restriction release process routine of the
server 100 shown in FIG. 10.

In Step S11, it accesses to the URL for the registration. In
other words, the user controls the controller 112 of the mobile
terminal and selects the URL for the registration in the reg-
istration guide screen G1 shown in FIG. 5(a) so that it
accesses to the page of the designated link provided by the
server 100.

On the other hand, the server 100 judges whether or not
there is an access to the URL for the registration (Step S21).
When there is an access to the URL for the registration, the
server 100 sends the requested registration screen data to the
mobile terminal (Step S22). The controller 113 of the mobile
terminal 110 displays the user registration screen G2 shown
in FIG. 5(b) in the display part 111 based on the registration
screen data. The user controls the controller 112 of the mobile
terminal 110 to input the necessary information such as the
user information, the MAC address of the multifunction
device, the e-mail address of the mobile terminal, and the like
in the entry field 11 to 13 in the user registration screen G2
shown in FIG. 5(5), and after the input, the send button 131 is
selected to send the user registration (hereinafter simply
referred to as “registration information™) to the server so as to
perform the user registration (Step S12).

The server 100 judges whether or not there was a user
registration (Step S23). In other words, the server 100 judges
whether or not the registration information was received.
When there was a user registration, next, the server 100 per-
forms an authentication process to judge whether or not this is
the official multifunction device. This authentication process
is performed in the judgment part 105 of the operation part
101. The judgment part 105 performs the authentication pro-
cess for the multifunction device 11 by judging whether or not
it corresponds to the MAC address in the registration infor-
mation in the MAC address group which is registered as the
official multifunction device in the database of the data stor-
age part 102. When it is judged that this is the official multi-
function device (affirmative judgment in Step S24), the server
100 sends the URL for an additional function to the mobile
terminal 110 by the e-mail of the destination address in the
registration information or as the Web data which describes
the URL for the additional function (Step S25). By the way,
when it is judged that this is not the official multifunction
device (negative judgment in Step S24), a notice that the
additional function was not allowed is sent to the mobile
terminal 11 and the routine is end.

When the operation part 113 of the mobile terminal 110
receives the URL for the additional function (affirmative
judgment in Step S13), by allowing the user to perform the
opening operation for the e-mail in a case of the e-mail, or by
instructing the display process of the Web screen to the
browse software in a case of the Web data, the additional
function guide screen G3 shown in FIG. 5(c) is displayed in
the display part 111. And, when the operation that the user
selects the URL for the additional function in the additional
function guide screen G3 is accepted, the operation part 113
accesses to the URL for the additional function (Step S14).

When there is an access to the URL for an additional
function (affirmative judgment in Step S26), the server 100
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provides a list of the candidates of the available additional
functions (function restriction release target candidates) and
sends the additional function selection screen data which
describes the list to the mobile terminal 110 (Step S27).

In the mobile terminal 110, the operation part 113 displays
the additional function selection screen G4 shown in FIG.
5(d) in the display part 111 based on the additional function
selection screen data received from the server 100 (Step S15).
As shown in FIG. 5(d), in the additional function selection
screen G4, the present functions, for example, “print” and
“network communication” are shown and the available addi-
tional function candidates, for example, “scanner”, “copy”,
“FAX”, “USB communication”, “memory card print” are
shown with the respective fees. These respective functions are
displayed as a form of the selectable selection button B.

The user controls the controller 112 of the mobile terminal
110 to select the selection button B corresponding to the
desired additional function (function restriction release tar-
get) among the selection button B of each function in the
additional function selection screen G4 shown in FIG. 5(d). In
this point, it is possible to select multiple functions by recip-
rocally switching a selection condition and a non-selection
condition every time the selection button B is selected. Also,
when the user desires to add (download) the software for a
mobile terminal operation to display the operation, screen G7
(menu screen, and the like) (see FIG. 7) which is used for the
operation to send an instruction to the multifunction device 11
from the mobile terminal 110, the operation part 112 controls
to select a check box CB for the “mobile terminal control
desire” in the additional function selection screen G4. And,
when the selection of the additional function is end, the send
button B2 is selected to send the additional function selection
information (function selection information), which includes
the selection contents of the additional functions (specifi-
cally, it is the functions for the restriction release target), to the
server 100 (Step S16).

When the operation part 101 judges the additional function
selection information was received (affirmative judgment in
Step S28), the server 100 calculates the payment by summing
the princes for the added functional parts identified from the
additional function selection information and notifies the
payment described in the payment screen data to the mobile
terminal 110. In the mobile terminal 110, the operation part
113 displays the payment screen G5 (payment screen) shown
in FIG. 5(e) in the display part 111 based on the payment
screen data. The user makes, e.g., an online payment by
selecting the payment button B3 in the payment screen G5 by
controlling the controller 112 of the mobile terminal 110. By
the way, the payment method is not limited to the online
payment, but it can appropriately change to other payment
methods. For example, when the multifunction device 11 is
used in a hotel, a method can be adapted such that the usage
fee is added to the room charge as a billing amount.

When the operation part 101 receives a notice that the
payment process is completed (affirmative judgment in Step
S29), the operation part 101 acquires a release code from the
data storage part 102 and the transmitter 104 sends the release
code to the mobile terminal 110 (Step S30). In detail, the
operation part 101 searches the database in the data storage
part 102 by using the MAC address and the additional func-
tion selection information as a search key and acquires a
release code of the functional parts identified from the addi-
tional function selection information in the multifunction
device 11 identified from the MAC address. In addition, the
operation part 101 provides a release key notification screen
data which describes a release code in each acquired func-
tional part. And, the transmitter 104 sends the release key
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notification screen data to the mobile terminal 110. In this
point, the operation part 101 computes a hash value based on
the MAC address of the multifunction device 11 and the
release code which is sent to the mobile terminal 110, and
registers the hash value of each functional part corresponding
to the appropriate multifunction device in the database. By
the way, when the additional function selection information
which marked the check box CB of “mobile terminal control
desire” in the additional function selection screen G4, the
operation part 101 acquires the software for the mobile ter-
minal control from the data storage part 102 and it is sent to
the mobile terminal 110 with the release key notification
screen data.

Inthe mobile terminal 110, the receiver 116 judges whether
or not the release code was received (Step S18). When the
receiver 116 receives the release key notification screen data,
the operation part 113 displays the release key notification
screen G6 shown in FIG. 5(f) in the display part 111 based on
the release key notification screen data. The release key noti-
fication screen G6 discloses the release code (release key) (it
discloses “xxxxxxxxxx” in the same drawing) in each addi-
tional function, and when it has the “mobile terminal control
desire”, it discloses that the software for the mobile terminal
control was downloaded. By the way, the release code can be
contained in the header information of the release key notifi-
cation data.

In the present embodiment, as disclosed in the lowest part
of' the release key notification screen (G6, when the screen G6
is controlled to perform a print operation in the multifunction
device 11, there is a structure that the release code is sent to
the multifunction device 11. The user activates the software
for the mobile terminal control which was downloaded in the
mobile terminal 11. The display part 111 displays the control
screen G7 shown in FIG. 7. The user controls the controller
112 to select the “print” in the control screen G7 so as to
perform the print operation to print the screen G6. When the
operation part 113 receives the print operation instruction, the
transmitter 115 is instructed to send the release key notifica-
tion screen data to the multifunction device 11. The transmit-
ter 115 sends the release key notification screen data, which
was instructed, to the multifunction device 11. Thus, by send-
ing the release key notification screen data to the multifunc-
tion device 11 as the print data, the operation part 113 sends
the release code, which is included in the main body of the
release key notification screen data (or the header informa-
tion), to the multifunction device 11 (Step S19).

Therefore, as shown in FIG. 6, when the user accesses the
registration URL from the mobile terminal 110, the registra-
tion screen data is sent from the server 100 ((5) in the same
drawing), and the user registration screen G2 shown in FIG.
5(b) is displayed in the mobile terminal 110. The user per-
forms the operation for the user registration in the user reg-
istration screen G2 and the registration information including
the MAC address is sent to the server 100 ((6) in the same
drawing). Next, the server 100 performs the authentication
process of the multifunction device 11 based on the MAC
address of the registration information ((7) in the same draw-
ing), and as a result of the authentication, when it is judged
that this is the official multifunction device 11, the URL for
the additional functions is sent to the mobile terminal by
e-mail ((8) in the same drawing).

When the user opens the received e-mail, the additional
function guide screen G3 shown in FIG. 5(c) is displayed in
the mobile terminal 110. The user accesses the URL for the
additional functions in the additional function guide screen
G3 ((9) in the same drawing). When there is the access, the
server provides a list of the available additional functions
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((10) in the same drawing), the additional function selection
screen data including the list is sent to the mobile terminal 110
((11) in the same drawing). And, the user performs the opera-
tion for selecting the additional functions in the additional
function selection screen G4 shown in FIG. 5(d) which is
displayed in the mobile terminal ((12) in the same drawing).
The server 100 acquires a release code of each function to
release the restriction of the additional functions (functions of
the function restriction release target) by using the acquired
MAC address and the additional function selection informa-
tion as a search key ((13) in the same drawing). And, the
server 100 sends the acquired release code to the mobile
terminal 110 ((14) in the same drawing). In the mobile termi-
nal 110, the release key notification screen G6 is displayed
and when the print operation is performed to print the screen
G6, the release code is sent to the multifunction device 11
from the mobile terminal 110 ((15) in the same drawing).

As described above, when the release code is sent from the
mobile terminal 110 to the multifunction device 11, next, the
function restriction release process is performed between the
multifunction device 11 and the server 100. Hereinafter, the
function restriction release process will be explained based
on the function restriction release process routine of the
server 100 as shown in FIG. 10 (respective processes after
Step S31) and the function restriction release process routine
of the multifunction device 11 as shown in FIG. 11.

In the multifunction device 11, when the release code is
received from the mobile terminal 110 (affirmative judgment
in Step S41 in FIG. 11), the operation part 50 requests the
authentication of the restriction release authorization to the
server 100 (Step S42). At the time of the authentication
request, the operation part 50 sends the identification infor-
mation including at least the MAC address, which identifies
the mobile terminal 110.

In the server 100, when the authentication request (activa-
tion request) is received from the multifunction device 11
(affirmative judgment in Step S31), the judgment part 105 in
the operation part 101 performs the authentication process
and the result of the authentication is sent to the multifunction
device 11 (Step S32). In detail, the judgment part 105 per-
forms the authentication process to judge whether or not, for
example, a hash value, which is computed by the MAC
address of the appropriate multifunction device 11 registered
in the data base of the data storage part 102 and the release
code, and a hash value, which is computed by the MAC
address received from the multifunction device 11 and the
release code, are corresponded.

In the multifunction device 11, when the result of the
authentication is received (affirmative judgment in Step S43),
it is judged whether or not the authentication is accepted (Step
S44). When the authentication is accepted, the operation part
50 performs the release code authentication process (Step
S45). In detail, the operation part 50 judges whether or not the
release code in each function corresponds to the release code
of the correspondence function in the release code table CT
stored in the memory part 72 (see FIG. 4), and it performs the
release code authentication process. Obviously, the release
code authentication process method can be adapted to an
appropriate another method which is publicly known. By the
way, the operation part 50 of the multifunction device 11
acquires the MAC address of the mobile terminal 110 when
the release code is received as a part of the screen print data or
the header information from the mobile terminal 110 so that
it compares with the MAC address of the mobile terminal
110, which was preliminary registered, to perform the authen-
tication process of the mobile terminal 110. As a result of the

10

15

20

25

30

35

40

45

50

55

60

65

24

authentication, when it is the different mobile terminal 110,
the function restriction release is not authorized.

And, when the release code authentication process is com-
pleted, it is judged whether or not the release is acceptable
based on the authentication result (Steps S46). When the
release is acceptable, the function restriction release process
is performed (Step S47). The function restriction process part
71 in the operation part 50 changes the function restriction
judgment flag of the functional parts, which correspond to the
additional functions, from “1” to “0” so that the function
restriction release process is performed. Also the operation
part 50 switches the switch circuit of the power source device
3850 as to supply the power to the hardware parts correspond-
ing to the functional parts which were released from the
function restriction. And, the operation part 50 activates the
multifunction device 11 if necessary, and the function real-
ization parts, which correspond to the additional functions,
are activated.

When the function restriction release process is completed,
the operation part 50 sends a notice that the function addition
is completed to the mobile terminal 110 (Step S48). On the
other hand, when the authentication result by the server 100
shows that the authentication is not acceptable (negative judg-
ment in Step S44), the operation part 50 sends a notice that the
function addition is not accepted to the mobile terminal 110
(Step S49).

As shown in FIG. 6, the multifunction device 11, which
received the release code ((15) in the same drawing) sent from
the mobile terminal 110, performs the authentication request
to the server 100 ((16) in the same drawing). And, the server
100 performs the authentication process and when the
authentication result shows that the authentication was
accepted, it sends a notification that the authentication was
accepted to the multifunction device 11 ((18) in the same
drawing). The multifunction device 11, which received the
notice that the authentication was accepted, performs the
function restriction release process of the function realization
parts corresponding to the additional functions ((19) in the
same drawing). As a result, the function restriction of the
function realization parts corresponding to the additional
desired functions is released so that the user can use the
desired functions in the multifunction device 11. And, the
multifunction device 11, which completed the function
restriction release process, notifies the function addition
completion to the mobile terminal 110 (function restriction
release completion notification) ((20) in the same drawing).

For example, when the multifunction device 11 is provided
in a hotel and the user desires to use the restricted functions of
the multifunction device 11, the restriction of the functions is
released by the payment of the fees. For example, when the
user desires to use the scanner, the function restriction of the
scanner function realization part 82 is released by the pay-
ment of the fee so that the user can use the scanner. Also, for
example, when the user desires to use the copy, the function
restriction of the copy function realization part 84 is released
by the payment of the fee so that the user can use the copy. In
addition, for example, when the user desires to use the FAX,
the function restriction of the facsimile function realization
part 85 is released by the payment of the fee so that the user
can use the FAX.

And, when the function restriction was released, the opera-
tion part 50 starts counting the elapsed time, which counts
from when the function restriction was released in each func-
tional part, by the timer 73. When the elapsed time in each
functional part counted by the timer 73 exceeds the setting
time, the function restriction process part 71 of the operation
part 50 changes the value of the function restriction judgment
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flag from “0” to “1” for the correspondence functional parts
s0 as to restrict the functions again.

As described above, in the present embodiment, the fol-
lowing effects can be obtained.

(1) The function restriction release system is configured by
the mobile terminal 110 and the multifunction device 11. The
function restriction of the functional parts can be released by
controlling the controller 112 of the mobile terminal 110 so
that the user can use the functions of the desired functional
parts. At this point, the user can confirm the candidate func-
tions that can be selected as a function restriction release
target (available additional functions) in the additional func-
tion selection screen G4 ((d) in FIG. 5) displayed in the
display part 111. In addition, the function selection informa-
tion that the user selected the desired functions among the
candidate functions by controlling the controller 112 in the
additional function selection screen G4 is received in the
selection part 114, and after sending the received function
selection information to the server 100, it is possible to
receive the release code from the server 100. Thus, it is not
necessary that the mobile terminal 110 receives extra infor-
mation such as a release code other than the release code
corresponding to the selected functions. Because of this, in
the mobile terminal 110, the capacity of the data that is
necessary to receive from the server 100 for the function
restriction release can be minimized as small as possible.

(2) The Mac address (device-specific information) of the
multifunction device 11 is sent to the server 100 so that the
authentication of the multifunction device 100 is performed.
The function restriction can be released only when the mul-
tifunction device 11 is the official device. Also, the timing for
sending the MAC address to the server 11 is, at the time of the
user registration which is before the timing for sending the
additional function selection information so that the available
additional functions (candidates for the function restriction
release target) of the multifunction device 11 identified by the
MAC address are known from the data base and the available
additional functions can be properly notified to the user on the
additional function selection screen G4.

(3) The candidates of the available additional functions are
displayed as a list on the additional function selection screen
G4 in the mobile terminal 110 so that the additional desired
functions can be selected from the list. Also, the usable or
unusable functions of the multifunction device can be known.
The user can confirm what kind of functions can be added.

(4) The multifunction device 11 requests the authentication
to the server 100 when the release code was received. When
the server 100 received the authentication request, the authen-
tication process (activation process) is performed by the judg-
ment part 105. The function restriction release process is
performed only when the authentication was accepted, and
the function restriction of the function realization part can be
released only when the multifunction device 11 was an offi-
cial multifunction device which is registered in the server
100.

(5) The software part of the function realization part is not
only restricted based on the program but also the power sup-
ply to the hardware part is restricted so that it has a configu-
ration that the function of the hardware part is also restricted.
Because of'this, for the function realization part in which the
function is restricted, the power is not supplied to the hard-
ware part so that it contributes to the reduction of the power
consumption.

(6) A fee in each function is displayed in the additional
function selection screen G4 so that it can be determined
whether or not the function is added based on the fee.
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(7) During the setting time which counts from the time of
the power activation or the time of the predetermined opera-
tion, the mobile terminal 110 which exists in a predetermined
range is searched so that the automatic communication can be
established with the mobile terminal 110. Because of this, the
user does not have to perform the complicated operation to
establish the communication between the mobile terminal
110 and the multifunction device 11. Also, in the terminal
search process, the operation part 50 of the multifunction
device 11 reduces the output of the radio wave of the wireless
communication part 37 and the possible wireless communi-
cable area is limited in a predetermined range (e.g., within 1
meter in radius) from the multifunction device 11 so that
when the user locates the mobile terminal 110 closer to the
multifunction device 11, the communication between the
mobile terminal 110 and the multifunction device 11 can be
established.

(8) When the communication was established with the
mobile terminal 110 at the first time after the power was
activated, the multifunction device 11 acquires and stores the
MAC address (identification information) of the mobile ter-
minal 110. After that, when the multifunction device 11
received the release code, the MAC address acquired from the
mobile terminal 110, which is the original sender of the
release code, and the MAC address of the mobile terminal 110
acquired when the communication was established at the first
time are compared so that the authentication process of the
mobile terminal 110 is performed. Because of this, if the
release code was received from a mobile terminal of a user
other than the official user and there was a possibility of the
illegal use, the function restriction release can not be accepted
so that it can avoid the illegal use of the multifunction device
11.

(9) The print operation, which is the print instruction from
the mobile terminal 110, for the screen G6 displayed when the
release code was received from the server 100 is performed so
that the release code can be sent to the multifunction device
11. Because of this, without providing a special structure for
sending the release code such as a special send button, the
release code can be sent to the multifunction device 11 from
the mobile terminal 110 by using the existing operation func-
tions.

(10) The software for the mobile terminal operation is
downloaded so that the user can make an instruction for print,
scan, copy, FAX, and the like by using the mobile terminal in
a hand operation while watching the operation screen G7
(FIG. 7). Because of this, the user can use the favorite con-
troller 112 of own mobile terminal 110 so that it is very easy
to make an instruction for the multifunction device 11.

(11) The function restriction release for a function realiza-
tion part (addition) can be individually performed in each
function so that the user can release the function restriction by
selecting a necessary function. Because of this, even though
an additional usage fee of a function is generated, the fee
payment can be minimized as much as possible.

(12) The elapsed time is counted by the timer 73 from when
the function restriction was released. When the elapsed time
reaches the setting time, the functions of the function realiza-
tion parts, in which the restriction was released, are restricted
again. Because of this, the user can temporary use the func-
tions of the multifunction device 11 when it is necessary. For
example, when the user visits hotels or community facilities
temporary, the restriction of the functions of the multifunc-
tion device 11 is temporary released so that the necessary
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functions can be used. The functions are temporary released
so that the usage fees can be further minimized.

Second Embodiment

Next, the second embodiment will be explained. In the
second embodiment, the function restriction release system is
configured as a single multifunction device. As shown in FIG.
12, the multifunction device 130 as an example of the elec-
tronic apparatus has the same configuration of the multifunc-
tion device 11 of the first embodiment. In the multifunction
device 130 as shown in FIG. 12, the wireless communication
part 37 and the wireless communication functional part 61 as
shown in FIG. 4 are omitted, but the multifunction device 130
also has these parts in the same manner as the first embodi-
ment. In this embodiment, the function restriction release
system can be a single multifunction device 130 so that the
multifunction device 11 performs the processes which were
in charge of the mobile terminal 110 of the first embodiment.

Because of this, an example of the selection part is config-
ured by the controller 19 of the multifunction device 130 and
an example of the display part is configured by the LCD 20 of
the multifunction device 130. Also, the communication I/F 36
ofthe multifunction device 11 includes a transmitter interface
part (hereinafter referred to as “transmitter I/F part 36 A”) and
a receiver interface part (hereinafter referred to as “receiver
I/F part 36B”). Also, a network communication functional
part 60 includes a transmitting functional part 60A and a
receiving functional part 60. A network communication func-
tion realization part 90 configured by the network communi-
cation functional part 60 and the communication I/F 36
includes a transmitting function realization part 90A config-
ured by the transmitting functional part 60A and the trans-
mitter I/F part 36A and a receiving function realization part
90B configured by the receiving functional part 60B and the
receiver I/F part 36B.

The transmitting function realization part 90A sends the
various data, which should be sent from the operation part 50
to the server 100, to the server 100 through the internet NW.
Also, the operation part 50 receives various data from the
server 100, and the receiving function realization part 90B
receives the various data from the server 100 through the
internet NW. By the way, in the present embodiment, an
example of the transmitter is configured by the transmitting
function realization part 90A and an example of the receiver
is configured by the receiving function realization part 90B.

Because of this, the transmitting function realization part
90A sends the additional function selection information
(function selection information) acquired and received by the
controller 19 (selection part) and the MAC address (device-
specific information) of the multifunction device 11 to the
server 100. The receiving function realization part 90B
receives the release code, which is releasable for the function
restriction of the function for the function restriction release
target identified from the function selection information in
the electronic apparatus corresponding to the device-specific
information, from the server 100.

The respective screens G1 to G6 as shown in FIGS. 5(a) to
5(f) are displayed in the LCD 20 of the multifunction device
11. The user controls the controller 19 by watching the
respective screens G1 to G6 so that the user accesses a des-
ignated URL and selects an available additional function.
Specifically, the communication processes performed
between the mobile terminal 110 and the server 100 in the first
embodiment is performed between the multifunction device
11 and the server 100 in the present embodiment. However,
when the multifunction device 11 sends a MAC address to the
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server 100, a release code is also sent so that the server 100
performs the authentication process based on a hash value
determined by the MAC address and the release code. After
the authentication, an authentication request is not performed
when the multifunction device 11 receives the release code
from the server 100

According to the second embodiment as described above,
the following effects can be obtained.

(13) By using the LCD 20, the controller 19, the transmit-
ting function realization part 90A, the receiving function
realization part 90B and the operation part 50 equipped in the
multifunction device 11, the function restriction release pro-
cess is performed in a communication between the multifunc-
tion device 11 and the server 100 through the internet NW.
Because of this, the MAC address (device-specific informa-
tion) of the multifunction device 11 in the user registration
screen G2 (see FIG. 5(b)) is sent to the server 100 through the
internet NW by the transmitting function realization part
90A. Also, the additional function selection screen G4 (see
FIG. 5(d)) showing a list of the available additional functions
is displayed in the LCD 20 of the multifunction device 11.
When the user controls the controller 19 and the selection of
the functions of the additional target is received, the addi-
tional function selection information is sent from the trans-
mitting function realization part 90A of the multifunction
device 11 to the server 100. And, when the receiving function
realization part 90B of the multifunction device 11 receives a
release code from the server 100, the function restriction of
the functional parts of the additional function target is
released based on the release code by the operation part 50.
Thus, without using the mobile terminal 110, the function
restriction of the functional parts selected in the multifunction
device 11 can be released.

By the way, the above embodiment can be changed to the
following configuration.

In the above respective embodiments, the printing func-
tional part 53 is added as a functional part of a function
restriction release target candidate so that the printing func-
tion is restricted, and when the user desires it, the restriction
of the printing function can be released. Also, the display
function realization part 81 is added as a functional part of a
function restriction release target candidate so that the display
function is restricted, and when the user desires it, the restric-
tion of the display function is released. In addition, in a case
that at least one of respective functions of the network com-
munication and the wireless communication is not used for
the function restriction release process, at least one of the
network communication function realization part 90 and the
wireless communication function realization part 91 corre-
sponding to the at least one of the functions which is not used
can be a functional part of a function restriction release target
candidate. For example, in the first embodiment, in a case of
the function restriction release process in which a communi-
cation between the multifunction device 11 and the server 100
is not used, the network communication realization part 90
can be a function restriction release target candidate.

A configuration that the function restriction of a functional
part is temporary released can be modified to a configuration
that when the function restriction of a purchased functional
part is released, once, the released function is not restricted
again. Specifically, it can be a configuration that when the
user purchases a license key (a release code), the function
restriction of the functional part is released and the function is
added. Also, it can be a configuration that the user can choose
either one of a rental release key which temporary releases a
function of a functional part, or a license key which perma-
nently releases a function of a functional part.



US 9,203,999 B2

29

As one example of the device-specific information, the
MAC address of the multifunction device (electronic appara-
tus) is adapted, but it can be an IP address if it is uniquely
identifiable for the multifunction device.

A timing for the authentication process of the multifunc-
tion device 11 (electronic apparatus) by the server 100 can be
appropriately changed. A configuration that the authentica-
tion process (S24) is performed at a timing of the next process
of'the user registration can be modified to a configuration that
the authentication process of the multifunction device 11 is
performed after a timing of receiving the additional function
selection information (S28).

The MAC address of the multifunction device as one
example of the device-specific information is sent as a regis-
tration information at the time of the user registration. This
can be modified so that the MAC address can be sent at the
same time that the additional function selection information
is sent, or the MAC address can be sent after the additional
function selection information was sent.

A method for sending a release code to the multifunction
device 11 from the mobile terminal 110 by a print control to
print the screen G6 can be modified so that for example, it can
be a method that a send button provided in the screen G6 is
controlled.

The respective functional parts of the computer 40 in FIG.
4 were realized by mainly, the software so as to execute the
programs by the CPU, but it can be realized by hardware, or
it can be realized by both software and hardware.

A power is supplied to the hardware parts corresponding to
all of the functional parts of the function restriction release
target candidates (e.g., a drive circuit and an actuator) so that
it can be a configuration that the function restriction of the
hardware parts is not performed.

A configuration that the display part, the selection part, the
transmitter and the receiver are equipped in the mobile ter-
minal is not limited so that it is satisfied if the display part, the
selection part, the transmitter and the receiver are respectively
equipped in the electronic apparatus or the mobile terminal.
For example, it can be a configuration that the display part, the
selection part, and the transmitter are equipped in the mobile
terminal, and the receiver is equipped in the electronic appa-
ratus. To the contrary, it can be a configuration that the display
part, the selection part, and the transmitter are equipped in the
electronic apparatus, and the receiver is equipped in the
mobile terminal. Also, for example, it has a configuration that
the display part and the selection part are equipped in the
mobile terminal and the transmitter and the receiver are
equipped in the electronic apparatus. To the contrary, it can be
a configuration that the display part and the selection part are
equipped in the electronic apparatus and the transmitter and
the receiver are equipped in the mobile terminal. In addition,
for example, it has a configuration that the display part, the
selection part, and the receiver are equipped in the mobile
terminal, and the transmitter is equipped in the electronic
apparatus. To the contrary, it can be a configuration that the
display part, the selection part, and the receiver are equipped
in the electronic apparatus, and the transmitter is equipped in
the mobile terminal. In this case, when selecting in the selec-
tion part, at least selection information is wirelessly sent to
the other side between the electronic apparatus and the
mobile terminal and the selection information and the device-
specific information are sent to the server from the other side.
Also, for example, it has a configuration that the display part
and the receiver are equipped in the mobile terminal, and the
selection part and the transmitter are equipped in the elec-
tronic apparatus. To the contrary, it can be a configuration that
the display part and the receiver are equipped in the electronic
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apparatus, and the selection part and the transmitter are
equipped in the mobile terminal. Obviously, other combina-
tions can be adapted.

Inthe embodiment described above, a part of the functional
parts among a plurality of functional parts is restricted, but for
example, it can be a configuration that all of the plurality of
functional parts are restricted, and among them, the restric-
tion of a desired function part can be released. Also, in the
multifunction device that includes at least two functional
parts of the scanner functional part 52, the print functional
part 53, the copy functional part 54, and the facsimile func-
tional part 55, at least one of the functional parts is restricted
as a candidate of the function restriction release target in the
initial state, and at least one of the candidates of the function
restriction release target can be selected to release the func-
tion restriction. For example, it can be a configuration that a
functional part in which the function restriction can be
released is more than 2, or it can be a configuration that a
functional part in which the function restriction can be
released is only 1.

The electronic apparatus is not limited to the multifunction
device, so that it can be a printer that does not have a scanner
function and a copy function and has a print function. Also,
the recording method of the print engine in the electronic
apparatus (printing device (including a multifunction
device)) having a print function can be adapted to any record-
ing method of an inkjet recording method, a dot impact
recording method, and a laser recording method. Also, the
printing device can be a serial printer, a lateral type printer, a
line printer, and a page printer. Further, the electronic appa-
ratus is not limited to the printing device, so that for example,
it can be a scanner, a facsimile device, and a copy machine. In
addition, the electronic apparatus can be a projector, a photo
display device (digital photo frame), a digital camera, video
camera, and a mobile phone.

What is claimed is:

1. A function restriction release system of an electronic

apparatus comprising:

an electronic apparatus having a plurality of functional
parts that includes at least two of a scanner functional
part, a print functional part, a copy functional part and a
facsimile functional part, the electrical apparatus further
having a function restriction information indicative of
function restriction of each of the functional parts, the
function restriction information indicating that an
execution of at least one of the functions of the func-
tional parts is restricted as a default;

a display part that displays candidates of functions that can
be selected as a function restriction release target among
the functions;

a selection part that receives a selection control for at least
one of the functions in the candidates of the functions
displayed in the display part, and acquires a function
selection information;

a transmitter that sends the function selection information
acquired by the selection part and a device-specific
information of the electronic apparatus to a server, with
the function selection information that is sent for the first
time including a download instruction for downloading
a software to operate the electronic apparatus;

a receiver that receives a release code, which is releasable
for the function restriction of the functional parts of the
function restriction release target identified from the
function selection information in the electronic appara-
tus corresponding to the device-specific information,
from the server;
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an operation part that temporarily releases the function
restriction of the functional parts of the function restric-
tion release target based on the release code thathas been
received by the receiver from the server; and
a mobile terminal which is capable of wireless communi-
cation with the electronic apparatus,
each of the display part, the selection part, the transmitter,
and the receiver being equipped in the electronic appa-
ratus or the mobile terminal,
the electronic apparatus including a wireless communica-
tion part which is capable of wireless communication
with the mobile terminal,
the operation part controlling the wireless communication
part to limit a possible communication area in a prede-
termined range from the electronic apparatus and wire-
lessly searching the mobile terminal existed in the pre-
determined range, the operation part reducing radio
wave intensity of the wireless communication part while
wirelessly searching the mobile terminal with respect to
radio wave intensity of the wireless communication part
while not searching the mobile terminal, and
the operation part notifying an address of the server that
should be accessed to the searched mobile terminal.
2. The function restriction release system of the electronic
apparatus according to claim 1, wherein
the operation part sends the device-specific information to
the searched mobile terminal wirelessly in the wireless
communication part,
the mobile terminal includes at least the display part, the
selection part and the transmitter, and
the transmitter of the mobile terminal sends the function
selection information and the device-specific informa-
tion to the server.
3. The function restriction release system of the electronic
apparatus according to claim 1, wherein
the function restriction release system is composed of the
electronic apparatus, and the display part, the selection
part, the transmitter, the receiver, and the operation part
are equipped in the electronic apparatus.
4. The function restriction release system of the electronic
apparatus according to claim 1, wherein
the functional parts of the candidates are composed of a
software part, a hardware part is connected to the func-
tional parts to be realized, a function of the hardware part
is restricted by interrupting a power supply from a power
source part, and the functions of the functional parts are
restricted based on a program, and
the operation part releases the function restriction of the
functional parts of the function restriction release target
based on the program, and also releases the function
restriction of the hardware part corresponding to the
functional parts by controlling the power source part to
supply the power.
5. The function restriction release system of the electronic
apparatus according to claim 1, wherein
the operation part restricts the functions of the functional
parts again when a setting time, which is counted from
when the function restriction of the functional parts was
released, is elapsed.
6. The function restriction release system of the electronic
apparatus according to claim 1, wherein
apayment screen, which requests a fee payment for releas-
ing the restriction of the functional parts of the function
restriction release target, is displayed in the display part
by the server, and as a result of the payment process for
the fee requested in the payment screen, the payment is
sent from the transmitter to the server and when the
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server accepts the payment, the receiver receives the
release code sent from the server which accepted the
payment.

7. The function restriction release system of the electronic

apparatus according to claim 1, wherein

the selection part further receives a selection control for
downloading the software to operate the electronic
apparatus upon receiving the selection control for at
least one of the functions.

8. A function restriction release system of an electronic

apparatus comprising:

an electronic apparatus having a plurality of functional
parts that includes at least two of a scanner functional
part, a print functional part, a copy functional part and a
facsimile functional part, the electrical apparatus further
having a function restriction information indicative of
function restriction of each of the functional parts, the
function restriction information indicating that an
execution of at least one of the functions of the func-
tional parts is restricted as a default;

a display part that displays candidates of functions that can
be selected as a function restriction release target among
the functions;

a selection part that receives a selection control for at least
one of the functions in the candidates of the functions
displayed in the display part and acquires a function
selection information;

a transmitter that sends the function selection information
acquired by the selection part and a device-specific
information of the electronic apparatus to a server, with
the function selection information that is sent for the first
time including a download instruction for downloading
a software to operate the electronic apparatus;

a receiver that receives a release code, which is releasable
for the function restriction of the functional parts of the
function restriction release target identified from the
function selection information in the electronic appara-
tus corresponding to the device-specific information,
from the server;

an operation part that releases the function restriction of the
functional parts of the function restriction release target
based on the release code that has been received by the
receiver from the server;

a mobile terminal which is capable of wireless communi-
cation with the electronic apparatus; and

the server,

the server including a server receiver that receives the
function selection information and the device-specific
information, a judgment part that judges whether or not
the electronic apparatus is a device, in which the func-
tion restriction of the functional parts can be released,
based on the device-specific information, and a server
transmitter that sends the release code, which is releas-
able for the function restriction of the functional parts of
the function restriction release target identified by the
function selection information when the judgment was
made that the electronic apparatus is the device in which
the function restriction can be released,

each of the display part, the selection part, the transmitter,
and the receiver being equipped in the electronic appa-
ratus or the mobile terminal,

the electronic apparatus including a wireless communica-
tion part which is capable of wireless communication
with the mobile terminal,

the operation part controlling the wireless communication
part to limit a possible communication area in a prede-
termined range from the electronic apparatus and wire-
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lessly searching the mobile terminal existed in the pre-
determined range, the operation part reducing radio
wave intensity of the wireless communication part while
wirelessly searching the mobile terminal with respect to
radio wave intensity of the wireless communication part
while not searching the mobile terminal, and

the operation part notifying an address of the server that
should be accessed to the searched mobile terminal.

9. The function restriction release system of the electronic

apparatus according to claim 8, wherein

the selection part further receives a selection control for
downloading the software to operate the electronic
apparatus upon receiving the selection control for at
least one of the functions.

10. An electronic apparatus comprising:

a plurality of functional parts that includes at least two of a
scanner functional part, a print functional part, a copy
functional part and a facsimile functional part;

a memory part that stores a device-specific information of
the electronic apparatus, and a function restriction infor-
mation indicative of function restriction of each of the
functional parts, the function restriction information
indicating that an execution of at least one of the func-
tions of the functional parts is restricted as a default;

areceiver that receives a release code issued for releasing a
function restriction of functions selected in the functions
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when a judgment was made that the electronic apparatus
is a device, in which the function restriction of the func-
tional parts can be released, based on the device-specific
information;

an operation part that temporarily releases the function

restriction of the functional parts based on the release
code that has been received by the receiver; and

awireless communication part which is capable of wireless

communication with a mobile terminal which is capable
of wireless communication with the electronic appara-
tus,

the operation part controlling the wireless communication

part to limit a possible communication area in a prede-
termined range from the electronic apparatus and wire-
lessly searching the mobile terminal existed in the pre-
determined range, the operation part temporarily
reducing radio wave intensity of the wireless communi-
cation part while wirelessly searching the mobile termi-
nal with respect to radio wave intensity of the wireless
communication part that is used while wirelessly com-
municating with the mobile terminal other than search-
ing the mobile terminal, and

the operation part notifying an address of a server that

should be accessed to the searched mobile terminal.
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